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1. Tuelval n Xpovoonuavon Kat ylatt eivat anapaitntn ;

H xpovoonuavon xpnoluormoleltal yla va kabopilosl tnv wpa mou dnuoupynbnke pia Pndlakn
umoypadn. AuTto eival amapaitnto yla thv opbn emikUpwaon tng untoypadng. Eav n Pndlakn vnoypadel
dEpeL eMUMTAEOV KaL XPOVIKH ONUOvVon TOTE, N ebapoyr) TIOU EMKUPWVEL (emaAnBelel) Tnv umoypadn
Ba eAEyEEL AV TA TILOTOTOWNTLKA TIOU EUTTAEKOVTOL OTNV ETUKUPWON UTIoypadng ATV EYKUPO KOTA TN
OTLYUN NG umoypadng. Av dev UTIAPXEL XPOVIKN odpayida yla tnv umoypadn, n €ykupotnta TOU
TILOTOTOLNTIKOU €AEYXETAL YO TNV wPA TG EMIKUPpwWONG umoypadng, n omoia dev eival mavrote
arnodektn.

Napadeypa:

To MLOTOTOLNTIKO LOXUEL OO : 1n lavouapiou, 2019 €wc 31 AekepBpiou, 2019
H unoypadr dnuioupynBnke tnv : 5n AskepPpiov 2019
H unoypadn emalnBeutnke tnv : 6n Anptiiov 2020

Me Xpovoonuavon : Humnoypadn eival éykupn thv 6/4/2020
Xwpig Xpovoonuovon : Humnoypadn Sev eival Eéykupn tnv 6/4/2020

Elval yvwoTo 0TI, Kavéva TILOTOTOLNTIKO &V elval alwvio. EAv XpnoLUOTOLEITE TILOTOMOLNTLKO TTOU £XEL
AnéeL yla tnv unoypadn twv dedopévwy cag, n uroypadn autr dev Ba yivel amodektr) wg €ykupn. Eav
n edappoyn emikUpwaong umoypadrng EVIOMIOEL Xpovoonuovon, yvwpilel mote Snuwoupynbnke n
uroypadn Kot Ba eAEyEEL AV TO TILOTOTOLNTLKO NTAV €YKUPO EKELVN TN XPOVIKN OTLYUN. Av §gv uTtdpyxeL
XPOVIKN onuavorn, Tote Kaveic v E€peL mote dnuloupyndnke n umoypadn Kol umoTiBetal ot Ba
propoloe va Yivel omoLladAmoTe oTyun, mBovwe akopo Kot LeTA tn AREn TOU TILOTOMOoLNTIKOU.

2. Tiumopet va pog e€aodaliosl n Xpovoonuavon ;

NOMLKEG LBLOTNTEG

ATIO VOULKAC amOPewC, N akpiBelo TNG NUEPOUNVIAG KAl WG LA AVOYVWPLOUEVNC Xpovoodpayidag
KOBWE KoL N OKEPALOTNTA TWV OQVTIOTOLXWV XPOVOopPayLoHEVWY SeSOUEVWY BEWPOUVTAL VOULKWG
oKépata Kol avayvwpilovtal we tétola o€ OAn tnv EE.

1616tNTEC aodaleiog
H akpiPela tng npepopnviag Kot TG wpog o avodEPoVTaL 08 LA AvVayVWPLOUEVN XPOVIKA odpayida
Bewpouvtal Sedopéva kat elvat eEacdaAlopéva

Akegpodtnta SESOUEVWV

H okepawdtnta twv OSedopévwv ta omoia Ssopelovtal Pe TNV nNUEPOUNVIO KAl WPA  HLOG
QVAYVWPELOUEVNG XPOVIKNG odpayidag eEaodaliletal HEow TNG TIUNG KATAKEPHATIOMOU autwy (hash
value data) kat tng umoypadnc / oppayidag tng idlag tng xpovikAg oppayidag. Me dAha Adyia, gival
EYYUNUEVO OTL pumopei va avixveuBel omoladnmote petafoln ota Sedopéva pe TNV Xpron TNS XPOVLKAG
odpayidag.

NELTOUPYLKEG LOLOTNTEG

ATO AettoupyIkn G amo P ewg, pia NAEKTPOVIKN Xpovikh odpayiba eival éva idog xpovikic Befaiwaong oe
NAEKTPOVIKA Hopdr mou deopelel omolodnmote €i60¢ NAEKTPOVIKWY SESOUEVWV OE LILOL GUYKEKPLUEVN
XPOVLKN OTLYUNA TIOU amodelkvUeL OTL Ta SeSopéva auTa UTtpXaV eKelvn TV nepiodo.

Avayvwplon tou katdAAnAov Napoxou Xpovikng Znpaveng (QTSP)

H avayvwplopévn xpovikr obpayiba emmAEoV, EMITPEMEL TOV EVIOTILOMO TOU AvayvwpLlopévou Mapoxou
Ynnpeowwv EPMIOTOOUVNG HME TOV OMOI0 OUVOEETAL OMOKAELOTIKA Kal emiong e€aodaliletal n
QaKePALOTNTAG TNC KOOWG eival umoyeypappévn / odppaylopévn KOTA TETOLO TPOTO WOTE va €ival
ovixveuaoLun omoladnmote petayevéaotepn aAlayn tng idlag tng xpovikng odppayidac. H emwvupia tou
QTSP, n taxuSpouLKkni Kal NAEKTPOVLIKA Tou dtevBuvon pmopouv va BpeBolv otnv EBvikr Eumniotn Alota
(EETT) katd TNV EMIKUPWON TNG KATAOTACNC TNG XPOVIKAG adppayidac (qualified status of the time stamp)
KOl TOU TTOPOXOU TNG.
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3. TuLAEN umopet va pag e€aodaliosl n Xpovoonuovon;

Aev untapxel TpOAnYn otnv aAAayr) MEPLEXOUEVOU TWV EYYpAdwv

MapoOAo TOU O HLa aVaYVWPLOUEVN XPOVLKN adpayida eyyudtal OTL Umopel va evtormiotel onoladnnote
petaBoln ota dedopéva mou dEpouv xpovikn obpayida, dev mapéxel kapia eyyunon otL dev Ba cupPet
auTo.

EMMLOTEUTIKOTNTO

Ml avayvwpLlopévn XpoVvikn odpayida dev mapexel kapia gyyonon otL ta dedopéva pe adppayida
XpOvou Bo TOpOUEIVOUV EUTILOTEUTIKA OTOV amMOCTEAAOVTIOL OTOUC TopoAnmtec. Qotoco, &ev
OMOKAAUTITETAL N XPOVLKN odpaylon Twv 6£60UEVWY TIPOG TOV TTAPOXO XPOVIKNAG onUavong Kabwg to
aitnua tng oppayidag xpovou mepA\apBAvel HOVO LA TLUN KATOKEPUATIOUOU AUTWY TwV deSoUEVWV.

Aev untdpxouv anodeifelg anootolng / mapalapig

H avayvwplopévn xpovikn appayida dev mapéxel kauia eyyunon otL to Eéyypado e oppayida xpovou
£XEL QTOOTOAEL AMOTEAEOUATIKA OE CUYKEKPLUEVO TTAPOANTITN 1 €XEL TapaAndOel amd CUYKEKPLUEVO
TapaAfmn.

Aev undpxouv amnodeifelg mpoEAevong oxetikad He ta Sedopéva dépouv odpayida xpovou
H avayvwplopévn xpovikr appayida v mapExet kapia eyylnaon otL To xpovoodppaylopévo Eyypado
TIPOEPYXETAL ATIO £VA GUYKEKPLUEVO PEPOC (v UTIAPYXEL AmOSeLEn MPOEAEUONC TOU eyypadou).

Inueiwon: Mo tnv anodeén npoghevong ota dedopéva e xpovikn odpayida, o xpnotng Ba mpémnet va
SNULOUPYNOEL PLO OVAYVWPLOUEVN NAEKTPOVLKA UTIoypadr w¢ PuoLkd TPOowWTo (| avayvwpLopévn
NAEKTPOVIKA adpayida w¢ Voo mpdowro), kabwg n unoypadn/odpayida pnopsi va cuvduaotei pe
TN XPron AVOYVWPLOUEVWY XPOVIKWY odpayibwv.

Asv untdpyeL utoxpEwaon untoypadng ) SEcpueuong TEPLEXOUEVOUL yLa SeSopéva e Xpoviki odpayida
H avayvwplopévn xpovikn obpayiba dev mapexet Kopia eyyunon OTL 0 KATOXOG Tou eyypddou 1 0 altwy
odpayibag xpovou eival cadwg npoodloplopévog. H xpovikr odpayiba Sev amotelel untoypadn amnod
TOV KATOXO Tou eyypadou kot O6ev ¢dépel kopia SEOUEUON OXETIKA LE TO TEPLEXOUEVO TOU
xpovoobpoaylopévou  eyypddou  (6ev  umdpxel  nAektpoviky  umoypodn TOo  Eyypado).
Znueiwon: MNa tnv anoktnon anodeltng déopeuong o dedopéva e XpoVIKA odppayida, Ta XpPOoVIKA auTd
ONOTO UITOPOUV VO CUVSUACTOUV [LE OVOYVWPLOUEVEG NAEKTPOVIKEC UTIOYPADEG OXL LOVO YL TN XPOVIKN
odpaylon autwv aAAd Kot yLa Thv urtoypadn Touc.

4. Elvalmavta amapaitntn n xpnon tng Xpovoonuavong ;

Oyxt. H xpovikn onuaveon 8ev eival amapaitntn dtav oTEAVETE, yla MOPASELYHA, L CUVTOUN UTIOVEYPOUMEVN
onpeiwon og évav cuvadeldo kal auth n onuelwon avapévetal va SlaBaoTel Kal va ‘XeL Loxy Hovo yla Thy idla
nuépa Tou €xel ypadtel. Ao tnv GAAN MAEUp@, N XPOVIKN onuovon eival amapaitntn otav Snuoupysite
umoyeypoupéva £yypada yla gupeio Stovopn Ayl pakpoxpovia amoBrksuon kol apxeloBgtnon. EGv n
umoypadn mpoKeLtal va xpnotpomnotndel (yia va amodeixBel n auBeviikotnta tou dnploupyol Tou gyypddou f
ToU Snuioupyol Twv Oebopévwv) TEPLOCOTEPO amd Hia N TEPLOOOTEPEG NUEPEG, TOTE Ba MpEmel va
XpnoluomnolnBel n xpoviki onuoavon.
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5.

MNwc Aettoupyel n Xpovooruavon ;

H Eupwmnaikn Evwon €xel mopdoxel éva TOAU EKTETAUEVO GUVOAO ATOLTHOEWV YL TOV €AEYXO TNG XPRONG
OVAYVWPLOUEVWVY NAEKTPOVIKWY XPOVOCHLAVOEWVY 0To TAaioLo Tou elDAS. Autoc eival o kavoviopog tng EE aptB.
910/2014. To Xpnuatiotiplo Auwv ABnvwv eival MNdpoxoc Yrinpeowwv Miotomnoinong (CSP) katoaywpnuévog otny
Atoruotn Aiota  (http://tlbrowser.tsl.website/tools/index.jsp) twv Kataxwpnuévwv MNapoxwv Ymnpeouwv
Miotomoinong mou eival eykateotnpévol otnv EAAASa, £xovtag cUUMANPWoeL KATAAANAN €kBeon cuppopdwaong
oUUPWVA LE TOV AVWTEPW KAVOVLOUO. Ta otomolnTkd TSA tng ATHEX ekdidovtat amd tnv Apxn XpovoohHuaveng
¢ ATHEX Timestamping Qualified Athex (https://webgate.ec.europa.eu/tl-browser/#/tl/EL/2/3).

H xpovikn onuavon meplhapPavel ta nAeKTpovikA SeSopéva Tou €XeTe UTOYPAPEL WG TEAATNG XPOVIKNG
onpavong ( Timestamping Client) kot éva SlakopLoTr) Xpovikng onuavong (Timestamp Server) mou ovopdletat
Timestamping Authority (TSA).

1. Yrnohoyiletal o Katakeppatiopdg tng unoypadng dedopévwy (hash of data) kat avtog (hash) amootéAetal
otnv ATHEX TSA yiwa urtoypadn).

2. H ATHEX TSA umoypadetl to AndBév hash xpnolpomolwvtag To SIKO TNG TLOTOMOLNTIKO KoL TOTIOBETEL TNV
TPEXOUOA WPOL TOU SLAKOULOTH O€ QUTAV TNV UTtoypadh.

3. H unoypadn tng ATHEX TSA emotpédetal otov eAdtn (Client) kal mpoaotiBevtal otnv apyLkny umoypodr mou
£YLVE OTO OPXLKA Sebopéval.

Qualified eSignature or eSeal

Inueiwon: H ATHEX TSA mapéxel xpovo akpipetag evtdg + 1 Seutepolentouv €vavit tng UTC péow
BaBpovopnong e MoANANAEG AVEEAPTNTEG MNYEG WPOG, CUUNEPLAQUBAVOUEVOU TOU CUGTHATOG GPS KoL TwV
EBvikwv Ivotitoutwv Metpricewv nmou napéxouv wpa UTC. Q¢ "ouvtetaypévn naykooua wpa” [ "UTC"
VoEeitaL n XpovoAoyikr) KAipaka, onwg opiletat ano tnv Atebvr) Emtpon) ThnAemKowwviwv THAENIKOWVWVLWV
(ITU-R) TF.460-5 ko avtiotolyei mepinou oto péco xpovo Greenwich (GMT).


http://tlbrowser.tsl.website/tools/index.jsp
https://webgate.ec.europa.eu/tl-browser/#/tl/EL/2/3
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6. Mrmopel n (8t n Xpovoonpovaon va akupwBel n va kataotel akupn;

Edv To mLoTOmoLNTIKO Xpovoonpavong akupwBel (Bewpeital dkupo amo tov i6lo Tov apoxo ou To £XEL

eKOWOEL ) , UTAPXOUV 2 TTEPUTTWOELG TTOU £ival Suvarteg cUpdwva Kal e ta onueia 4.1 and 4.2 tou RFC 3161:

1. Edv o Adyog avdakAnong urtoSelkvueL OTL KAELSL Sev €xel mapaBLootel aAld n dia n TSA bev Ba
AeLToUpynoEL 0TO HEANOV, TOTE TO TILOTOTIOLNTLKO XPOVIKNG orpavong dev Ba pEMeL va XpNnoLpoTOLETaL yla
Xpovoonuavon oto PEAAOV (UETA TNV avakAnon).Qotoco , OAEC OL TIPONYOUEVEG XPOVLKEC obpayideg Sev

kaBlotavral aKupeg.

2. Eav o Aoyog avakAnong umodelkvUel OtL To KAELSL £xel mapaBlaotel (Key Compromised), Tote 0Aeg oL

XPOVIKEC adppayideg ou SnuoupynOnKav LE 0LUTO TO TILOTOTOLNTLIKO KaBiloTavral AKUPES .

7. NAAQVeLn Xpovooruavon ;

H (6t n xpovikn onuoven dev Anfyel. Qotoo0, N XPOVIKA CNUOVon UTIOYpAdETOL LE VOl TILOTOTOLNTLKO TIOU €XEL
€kS0BEL yLa TOV CUYKEKPLUEVO OKOTIO TNG UTIOYPaPE XPOVIKWY onelwv. AUTO TO TILOTOTIOLNTLKO £XEL TO SIKO TOU
XPOvo ANEng kat tnv 8ikr tou mepiodo oxVog. MOALG AREEL TO TILOTOMOLNTLKO TIOU XPNOLOTOLEITAL YLo TNV uTtoypadn
LLLOC XPOVLKNG onpavong, AfyeL Kal n Xpovikn oiuavern. Onwg avadépetal otnv napdaypado 4.3 tou RFC 3161, pla
TETOLA XPOVIKH onuavon Ba pénel va avadlopyavwBel i va yivel mpd&n cupBolatloypadlog yla Tnv avaveéwaon tng
UTLAPXOUCAC EUTTLOTOCUVNG OTO XPOVIKO GrUaL.

8. Apa, UTo moleg cUVONKEC / KATAOTAOELC pia urtoypadr Bewpeital éykupn ;

JUVOTTTLKOG MNivakag

Zuvenkn / Katdotaon AmAn Yroypadn Ynoypadn pe Xpovoonuavon
Signing certificate (or certificate chain) is valid and not revoked @ @
Signing certificate (or certificate chain) is valid and is revoked before signing @ @
Signing certificate (or certificate chain) is valid and is revoked after signing @ @
Signing certificate (or certificate chain) is expired after signing @ @
Timestamping certificate (or certificate chain) is revoked before signing N/A @
Timestamping certificate (or certificate chain) is revoked with Key Compromise reason N/A @'
Timestamping certificate (or certificate chain) is revoked with any other reason after signing N/A @
Timestamping certificate (or certificate chain) is revoked with any other reason before signing N/A @
Timestamping certificate (or certificate chain) is expired after signing N/A @
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Onwc daivetal amod Tov Mapamavw Tivaka , o€ pia povo mepimtwon pla amAi unoypadr mou dev dEpel
Xpovoonuovon eival £éykupn — 0Tav TO TILOTOMOLNTIKO UTtoypadng eival ev LoxU Kol €yKupo. e OAEC TIC AAAEC
TEPUTTWOELCG N uTtoypadn Ba kataotel akupn. Qotdoo , n unoypadr ou GEpeL xpovoonuavon e¢akoloubel va
glval éykupn , akoun Kal av €xouv Anget OAa Ta TLOTOMOLNTIKA OTLG 0AUCLSEG UTIoYPAdC KAL XPOVLKAC GAAVONG
. Q¢ ek ToUTOU , B TIPETEL VAL XPNOLUOTIOLELTAL N Xpovoohavon He kaBe Yndlakr umoypadn.

9. Mw¢evowpatwvw tnv ATHEX Xpovoorpavaen otov Acrobat Reader?

e Eykatdotaon ATHEX TSA Certificate

e Avoifte tov Adobe Reader

e Ano to menu bar emilé€te Edit

e Avoite 1o Preferences amno to kouti StaAdyou

e Amoto Categories, emilé€te Security (Enhanced) kot uncheck to Enable Protected Mode at startup

Preferences x
Categories: Sandbox Protections
Commenting [JEnable Protected Mode at startup Run in AppContainer
Documents
Full Screen Protected View © Off

EEEEEEE (Fs pi e e e
Page Display

Allfiles
30 & Multimedia
Accessibility Enhanced Security
Adobe Online Services
7] Enable Enhanced Securi Cross domain log file
Email Accounts Y u &
Forms.
|dentity Privleged Locations
Internet. I your workflows impacted by g5, Locations to
Javaseript selectively trust files, folders, and hosts to bypass those security setting restrictions.
Languege Privileged Locations allows you to work securely while granting trust to items in your
workflow.

Measuring (2D)
Measuring (3D)
Measuring (Gea)
Mutimedia (Iegacy) = sites from my Win Of View Windows Trusted Sites

[ Automatically trust documents with valid certification

Muttimedia Trust (legacy)
Reading

Reviewing

Search

Secuity

Signatures

Spelling

Tracker

Trust Manager
Units

Add File Add Folder Path Add Host. Remove

Whatis Protected View?  Whatis Enhanced Security?  What are Privileged Locations?

e Click OK
e Amo to Categories, eTi\é€Te Signatures.
¢ Y10 Verification, click more.

Preferences X
Categories
Digital Signatures
Commenting
Documents Crestion & Appearance
Full Screen Control optons or sigmature ert
- Control options for signsture creation o
General + Set the appearance of signatures within 2 document ore
Page Display
30 & Muttimedia erfication
- Control how and when signatures are verfied o
Identities & Trusted Certificates
Jovsbetist + Creste and manage identities or signing T
+ Manage credentials used to trust documents
Langusge
Measuring (20)
Measuring (30) Document Timestamping
Measuring (Geo)
Multimedia (gacy) - Configure fimestamp server settings Vo
Multimedia Trust legacy)
Reading
Revieviing
Search
Security
B

e Evepyornoinote (check) tic emloy£g Onmwe paivetal otnv MApaKATW €KOVA .


https://www.athexgroup.gr/documents/10180/4252605/Athex_TSA.cer/c0bce79d-be2c-4968-94ca-a220c6ea4eff
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Signature Verification Preferences

Verify signatures when the document is opened

[[]When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:

(0 Use the document-specified method; prompt if unavailable

(®) Use the document-specified method; if unavailable, use default method
OAIways use the default method: Adobe Default Security e

Require certificate revocation checking to succeed whenever possible during signature verification
[]Use expired timestamps
[ignore document validation information
Verification Time Verification Information
saving signed PDF:
(O Time at which the signature was created

Secure time (timestamp) embedded
in the signature O Always

() Current time () Never
Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:
[ Validating Signatures
[JValidating Certified Documents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features.

Verify Signatures Using: Automatically add verification information when

(®) Ask when verification information is too big

Cancel

X

o Click OK.

e  Avoite 10 Preferences amno to kouti Staldyou .
e  Ano to Categories, er\é€te Signatures.

° 2to Document Timestamping, click more.

Frefereness
Categories
Digtal Signatures
Commenting
Documents Crestion 8 ppearsnce
Full Sereen
Genersl + Control aptions for signsture crestion .
- Set the sppearance of signetures within & deocument
Page Display
30 & Muttimedia Verfistion
Accassibilty
Adobe Online Senioss - Control hew and when signatures are verfied o
Emal Accounts
forms
identity Identities & Tusted Certfcates
Internes
ey + Create and mansge dentiies for signin
hadias el e I o
Measuring (20]
Measuring (0] Decument Timestameing
Measuring (Gs6)
Matimedia lagacy) -+ Configure timestama zenver setings ==
Whuttimeia Trust Degacy)
Resding
[—
Sesich
Secuity
Secusity Enhsnced)
Signatures
Speiing
Teacker
Trust Manager

Units

e Em\éCte Time Stamp Servers (aplotepd)

e Click NewEIT--'| . MAnktpoAoyrjote ATHEX TSA oto nedio Name
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i Server Settings =

Directory Servers ﬁ% E{' Edit % Import ¢ Export & Remove L;Ii Set Default
- URL

Time Stamp Servers Name

X

New Time Stamp Server

Neme: [ATHEXTSA

Server Settings

Server URL: [

(] This server requires me to log on
trusted time stamp when
may provide you with Time

2 seftings. or click New to add
lg Set Default. If you have
jth every signature that you

ners.

e MpooBéote To ATHEX’s URL oto Server URL, kat click OK.
e EmAé€teTime Stamp Servers amo Ta 0pLOTEPQ. .

e EriAé€te to ATHEX TSA timestamp server, kat click to Set Default L=:'T(

e Click OK
e Restart Adobe Acrobat Reader.

10. Moo eivat to ATHEX’s TSA URL?

Mo va yivel xprion thg ATHEX Xpovoonpaovng , TPEMEL va €l0TE CUVEPOUNTAG AUTAG OTIOU avayvwpilel 0TL cupdWVEL Kal

QTtOSEXETOL TOUC OPOUG KaL TIC TIPOUTIODEDELG TTOU EUIMEPLEXOVTAL OTN OXETLKN cUpPaon .
lNa eploocotepeg mAnpodopieg emkolvwviote ota akdAouBa ctoleia :

http://www.athexgroup.gr/el/web/guest/digital-certificates-contact-info



http://www.athexgroup.gr/el/web/guest/digital-certificates-contact-info

